The New Basel Accord identified various requirements for an effective operational risk management framework. Most central banks and regulators adopted these requirements for their own banking environments. However, there are many challenges facing these banks to ensure the effective incorporation of such a framework. An end-result of establishing an operational risk management framework is to calculate and allocate a realistic capital charge for operational risk. To achieve this, various principles and methodologies must be embedded that will ensure a practical approach to operational risk management. This paper aims to identify certain critical issues and challenges for banks of emerging countries to consider when developing an operational risk management framework in order to comply with the Basel requirements.
Introduction
Operational risk management is one of the most prominent management issues for banks, especially after a number of major incidents which negatively affected many organizations, such as the 911 terrorist attacks on the World Trade Center in 2001 and, specifically concerning the banking industry, the Barings Bank saga in 1995. Consequently various institutions became involved in a more focused approach on identifying specific approaches to manage risk, for example, the Basel Committee on Banking Supervision. This Committee, for example, identified various management principles and defined certain qualitative and quantitative requirements that form the basis for a healthy operational risk management framework. However, these principles and requirements generated a number of challenges for the banking sector as the management of operational risk is a fairly new approach for most banks. In the past, operational risk was managed as part of the general management procedures of a bank, however, it soon became clear that it should be regarded as a separate management discipline in its own right along with other risk types such as credit and market risks. However, this concept posed various challenges for most banks, especially in emerging countries. With this paper the author endeavors to identify and analyze these challenges in more detail with the objective to share his consulting experience with various banks in Africa to assist banks in emerging countries to develop and manage operational risk as a separate and specific risk management discipline.
Aim
The aim of this paper is to discuss the main challenges a bank faces during its objective to comply with the newly defined and adopted regulatory requirements set by the New Accord (Basel II). By understanding these challenges, a bank should be able to successfully address criteria to be compliant with most of the Basel requirements to manage operational risk.
Scope
This paper will cover the following challenges that were identified by the author during research and experience gained while providing a consultation service on risk management to various banks in Africa: The fundamental objective of the Basel Committee has been to develop a framework that would strengthen the soundness and stability of the international banking system while maintaining sufficient consistency that capital adequacy regulation will not be a significant source of competitive inequality among internationally active banks (Basel Committee 2004:2 As the above business lines are typical to most large banks, this is not the case for banks in emerging countries, resulting in difficulties for some banks to map their business structures to the business lines. Extreme care should be taken to prevent doublecounting in the event where one business unit could be linked to more than one business line.
Although some of the criteria seemed easy and straightforward, not all banks have the capability to develop and implement these requirements. This led to the next challenge, namely where to start? 3 rd Challenge -Where to start? A potential starting point for a bank to initiate an operational risk management capability is to involve the internal audit department. This is a logical place to start as internal audit usually focuses on internal controls, which is an inherent part of operational risk management. Although this is a logical place to start, it is not the ideal, as operational risk management is becoming a separate management discipline in its own right. This requires that the risk management function must be audited by an independent entity within the organisation as part of a healthy governance process. Once an appropriate operational risk structure is in place and the basic criteria for an operational risk management process has been identified, the next challenge is to identify appropriate methodologies to manage operational risk.
th Challenge -Implementing typical operational risk management methodologies
Incident management is based on incidents that happened in the past and will indicate the risks by means of losses suffered. By managing these incidents, control measures can be identified and implemented in order to prevent similar incidents and losses from reoccurring. This is a quantitative component of operational risk management as it is based on value (of losses).
A risk and control self-assessment is a qualitative approach and involves the identification of inherent risks of the business, rating it in terms of frequency and severity. Control measures are consequently evaluated in terms of effectiveness and adequacy. After taking into account the controls, the residual risk is determined and rated in order to indicate the potential future risks the organisation could be exposed to. If the residual risk is at an unacceptable level, it is imperative that the organisation identifies action plans to reduce the risk exposure.
Risk process analysis provides a structured approach to identifying risks. The risks are identified for each primary process of the organisation. Although also a qualitative approach, it will ensure that the primary risks are identified which could negatively affect the achievement of business objectives.
Key risk indicators (KRI's) are based on the current risk situation. It aims to serve as an early warning system by analysing the current situation in terms of the risk exposures. It is imperative that the identified KRI's are measurable and that the data is available to be benchmarked against a set threshold to indicate to management when there is a potential problem. This will allow management to be proactive to prevent a risk event from occurring or to minimise the potential negative effect should it occur.
These methodologies are the most popular for managing risks in terms of the past, present and future risk for the organisation.
According to the author's experience, risk and control self-assessments are the most used risk methodology, followed by incident management. However, it is important to keep in mind that all the abovementioned methodologies must be developed and implemented in order to qualify to apply the AMA to calculate a capital charge for operational risk.
Risk control is the next important component of a risk management process, which includes the following:  Risk management policies and standards.  Risk management structures.  Internal controls.  Risk reporting (Young 2006:94) .
As mentioned earlier, risk reporting is one of the most important components of risk management as it serves as a platform for effective management decisions. However, should the risk reports not be accurate it could lead to incorrect strategic decisions which could have a negative effect on business. It is also imperative that the reporting channels are clear and that risk reports be compiled in a timely manner. Evenly important is the communication channels for the management decisions to ensure the implementation of the decisions. As such, risk reporting involves a bottom-up reporting and a topdown decision-making process.
Risk financing is yet another component of a risk management process which requires the attention of risk management. The aim is to determine an acceptable and realistic risk appetite for the organisation. Once the risks have been identified and evaluated, it is necessary to determine the costs. The components of risk financing, which will lead to the risk appetite of the organisation, are as follows:  Cost of controls (Budget).  Provisioning for potential expected losses.  3 rd party insurance.  Capital allocation for unexpected losses.
Lastly, it is important to monitor the total risk management process to ensure that the methodologies are effective and to ensure that best practices to manage risks are used.
The next challenge facing banks in terms of operational risk management is to determine the risk profile. 5 th Challenge -Establish an operational risk profile In order to establish an operational risk profile, it is imperative to have an embedded risk management process in place that will provide the required information. The following information is required to enable a bank to set a realistic operational risk profile:  Incident management system that will provide the high-risk exposures in terms of losses.  Risk and control self-assessments that will provide the residual risks in terms of likelihood and impact.  Key risk indicators that will provide the current status of major risks that the bank is exposed to in terms of trends.
 Audit findings that will provide an indication of the efficiency and effectiveness of internal controls.
The risk profile is an important input to calculate and determine a capital allocation for operational risk, which is the next challenge. 6 th Challenge -Allocating a capital charge for operational risk and determining a realistic risk appetite for operational risk Notwithstanding the requirements for an efficient risk management process, there are additional components that must be managed in order for a bank to embed a risk-sensitive approach to risk management. In addition to the abovementioned methodologies, a bank must also manage and have access to an external loss database and a process to identify risks by means of a scenario approach. These two methodologies aim to assist management in identifying the unexpected losses, which is required for the use of the AMA to calculate a realistic capital charge. However, the challenge for a bank is to be able to identify the expected losses and the unexpected losses at a confidence interval of 99.9%. This requires some form of risk modeling, which is currently a challenge for most banks and risk practitioners.
A method to assist in modeling operational risk is to use loss distribution curves. Figure 2 illustrates a typical loss distribution curve and the allocation of expected and unexpected losses. It, furthermore, indicates how operational risk could be managed in terms of the following:  Cost of controls.  Insurance.  Capital allocation. Once the risks have been identified, it can be mapped in terms of a risk map (Illustrated by figure 3 ) that basically indicates how the identified risks should be addressed.
To determine a risk appetite, it is imperative to understand the concept. As such, a risk appetite can be defined as an expression of the total risk exposure of the bank in terms of expected and unexpected losses and the way the bank is prepared to manage these risks in terms of:  tolerating the exposure and accepting the result of the risk event should it occur;  implementing control measures to prevent the risk event;
 transferring the effect of a risk event should it occur to a 3rd party (insurance); and  allocating capital in order to absorb the result of a major unexpected risk event.
It is imperative that the board of directors approve the risk appetite of the bank as it has a major effect on the business strategy of the bank, especially the capital allocation.
Currently, it seems that most banks are doing research and trying to determine the best way forward in calculating a capital charge for operational risk and to determine a realistic risk appetite. It thus remains a major challenge for banks aspiring to use the AMA to calculate a capital charge for operational risk. However, no risk model is of any use without adequate supporting data. In order to have suitable data for risk management, it is necessary to establish a system which could generate and maintain the required risk data. This leads to the next challenge, namely to systematically manage risk data. 7 th Challenge -Managing risk data Once the methodologies for operational risk management have been implemented, it is necessary to identify how these methodologies could be systemized to manage risk data. The amount of available risk data requires that it be managed and maintained by a system rather than a manual process. In this regard it is important to note that the systems to manage risk data should be customized according to the processes of the business. The established processes must not be adapted to suit the system as this could result in inadequate processes to support the business objectives of the bank. Before the implementation of any risk data system, it is imperative to develop a detailed business model. This will ensure that a system will be developed for the correct processes and add value where required. It is also important to note that the system must be adaptable to changing circumstances and able to interface with the various risk methodologies to ensure future integration with all the relevant risk management architectures. Another system requirement is that a risk data system should be able to interface with other systems of the bank to extract data systematically.
Although a detailed automated risk system is the ideal for managing risk data, it should be kept in mind that a basic system should be implemented as a first step. Usually these data systems will initially only record operational losses as a starting point. (Young 2006:26) .
The embedding of an operational risk management framework should provide a structured approach to risk management and ensure that it adds value to the achievement of business objectives in terms of the following business drivers:  Profits;  Governance; and.  Reputation. It is, however, important that the operational risk management framework be approved by senior management, endorsed by the board of directors and distributed throughout the organization. 10 th Challenge -Regulatory reporting Although risk reporting is one of the most critical issues of risk management, it is essential to identify regulatory reporting as a last challenge for banks. Most Central Banks adopted the regulatory reporting proposed by the Basel Committee in terms of, for example, business lines and event types. As such, it is necessary to develop the risk management processes and systems in a way that will include these requirements. However, not all banks are structured according to the Basel Business lines, but for the Central Bank to level the playing field for all banks in terms of allocating a capital charge for operational risk requires standardised regulatory criteria. It is important for banks to ensure that their risk management processes support the requirements of regulatory reporting in order to prevent unnecessary reports. In essence, the bank's internal risk processes should be able to generate the required regulatory reports.
Conclusion
During this paper, the author identified ten primary challenges for banks in emerging countries to be Basel II compliant for operational risk. These challenges were identified during consulting work with various banks in Africa. It is envisaged that when a bank addresses these challenges, it will add value during the process of establishing operational risk management as an important and separate management discipline and to be compliant with the various regulatory requirements.
However, it must be emphasised that banks should approach the development and implementation of operational risk management systems and methodologies with caution, as this is still a new area for development and some of the methodologies are still being tested for effectiveness and feasibility. As such, it is important to identify methodologies that can be customised to the exact requirements and needs of the bank, rather than buy an -off-the-shelf‖ solution which is most of the time inflexible and expensive.
Finally, the 10 challenges that banks face during their objective to be Basel II compliant can be summarised by means of a diagram, illustrated in figure 4 . 
